


LOG RAD

Real-time Monitoring and Alerting

Heterogeneous Real-time Monitoring
Monitors security event data across the entire
network in real-time.

Real-time Correlated Alerting

Allows the creation and de nition of any
number of alerts to reduce false positives and
identify blended attacks.

Real-time Event Manager

Presents a view of security event data from
various heterogeneous and multi-vendor
network devices. Prioritizes the actions based
on business impact of each event, allowing for
corrective actions before an incident occurs.

Monitoring Dashboard
Provides a quick, consolidated view of the
environment.

Web-based Interactive Dashboard
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Compliance Management

Log Archiving for Compliance

Automatically compresses, encrypts and
archives log les for investigative analysis and
regulatory compliance.

Compliance Monitoring

Provides centralized monitoring and alert
correlation for real-time investigation of
security incidents with regulatory compliance
implications.

Compliance Reports
O ers detailed reports speci ¢ to ISO27002,
SOX, HIPAA and PCI DSS.

Scalable Search

Searches hundreds of GB of log data across
multiple devices to aid in investigative
analysis.

Activity Investigation
Identi es anomalies and employee corporate
policy violations.

Automated Asset Discovery
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Supported Systems & Devices

Log Radat provides out-of-the-box support
for a broad range of heterogeneous
endpoints, including support for:
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Log Radal can be easily extended to monitor

Security Reporting

Reporting Portal with Powerful Drilldown
Access to over 300+ interactive reports.

Correlated Reporting

O ers a holistic view and understanding

of hacker and virus activity by correlating data
across all network devices instead of looking at
each device data separately.

Intrusion and Rules-based Reporting
Attack and rules-based reports provides a
comprehensive understanding of the
intrusions and rule violations.

Protocol and Web Usage Reporting
Provides a rm handle on protocol and web
usage patterns.

SPAM, Spyware and Antivirus Reporting
Generates reports on malware activities.
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Content Categorization Reporting
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usage patterns.

other products, systems and devices. Please  Automated Report Generation and Distribu-

contact us for more information on how Log

tion

Radaf" can assist in supporting your environ- HTML display, and automatic e-mail distribu-

ment and speci ¢ requirements.

Advanced Security Intelligence

Event Drilldown

Provides advanced on the- y event drill-down

with correlation and analysis of signi cant
security events to enable quick resolution of
security incidents.

User-de nable Event and Threat-Level
Classi cations

Classify events and threat levels based on
unique requirements.

Recommended System Requirements:

4GB

390 MB

tion of reports in PDF, Excel formats.

Top Attackers Report
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Intel Xeon Quad Core 2.5 GHz or higher

Server 2003 64 - bit

Subject to tra ¢ volume and log rotation policy
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