Security Overview Service

The dawn of a new

Data Sheet

Intelligence in Simplified Security

What is
Security Overview Service

Security Overview Service (S.0.5) is the new

range of services provided by TecForte.

Powered by TecForte’s Log Radar engine,
S.0.S is specially created to defend any network
environment and structure. It identifies
security information through the log analytic
process. It detects potential threats and alert
the IT administrator. This allow one to pin-

point and solve the problem from the source.

Who needs

Security Overview Service

S.0S, an enterprise level Information Security and
Compliance Management solution for large and
small businesses. It monitors an organization’s
network devices affordably. S.0.S helps to reduce
false positive alerts and produces a precise
security system. It simplifies complex security and
therefore gives a comprehensive understanding
of the entire security and network posture.

How to save with

Security Overview Service

S.OS puts a stop to the headaches of being
locked down by an appliance-based solution
where it almost certainly involves high CAPEX,
only to face subsequent years of depreciation,
risk of appliance failure, and being stuck
with the obsolete technology for a while. An
additional device in the network also implies the
possible need to seek, hire, train & retain skilled

personnel in order to maintain the solution.

The 3 Levels of S.0.S Intelligence

LEVEL 3

® Analysis
® Presentation
® Recommendation

LEVEL 2

sFiltering

eCharts-
Generation

eCorrelation

LEVEL 1
eCollection
sArchival
eEncryption
®Back-up

Why

Security Overview Service

S.O.S provides a holistic understanding of a network security
posture. It is built to monitor the network round the clock
24/7/365- alerting on
attacks in real-time. SO.S analyzes the collected logs and

intrusions, suspicious events and

converts them into comprehensible formats such as reports
and charts for further analysis as well as for decision making.

S.OS service is beyond simplified security management
because it requires no additional headcounts, no software,
no maintenance, plus it helps improve capital investment.
With SOS as your security backbone of your network
environment, you know you can do More for Less.

OO®®

No additional No Software No Maintenance

Headcounts

Improved
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Security Overview Service actively monitors, alerts, analyses the network and advices on security events
an organization faces. Its intelligence is crafted to help organizations achieve a holistic network security in
the most cost effective way. S.0.S intelligence comes in three levels to choose from.

LEVEL 1 - Log collection & Backup
S.OS Intelligence comes as a security package that
will collect logs from any devices that generate syslogs.
Periodically, the data will be hashed and archived
and properly encrypted before being stored in S.OS
secured data centre. In the event of an emergency,
data are retrievable for further analysis. This prepares

an organization to be security audit - compliant.

LEVEL 2 - Reports

S.OS provide reports periodically in the form of graphs
and charts. These reports inform users on the happenings,
events and activities. There is a wide selection of reporting
that displays various analysis result types. S.OS will
even generate reports based on regulatory compliance
requirements such as SOX, PCl, HIPAA and ISO 27002.

LEVEL 3 - Analysis

S.O.S security experts and the organizations’ IT personnel
will work hand-in-hand to achieve viable solutions to
overcome the vulnerabilities, threats and malicious attacks
faced. Preventive measures will be recommended to beef-

up the network security from any future threats and attacks.
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S.0.S - Did You Know?

e SOS automatically detects all operating and idle
assets such as firewall, antivirus, IPS, IDS and laptops.
Devices that has an IP address can be detected. It
informs an organization if the devices are ON/OFF,
any IP conflicts, missing from list or even unplugged.

@SOS is the only system that communicates with
all security and networking devices (Firewall, IDS,
Switches, Routers,

AntiSpam, Antivirus,

etc) for a comprehensive view of your

entire security & network posture.
® Hackers maybe be responsible for the numerous
failed-login  attempts. However, SOS is able
to identify these attacks by analyzing the

suspicious events in  the reports obtained.
® The Top Web User by Bandwidth Usage Report
gives away those who used to clog-up bandwidth.
With the Top Visited Website Report, the management

will have a better control over the employees activity.

These are just some of the intelligence S.0.S brings
to your network environment.

For more information kindly visit
www.tecforte.com
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